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Abstract

This tutorial provides an overview of the most relevant statistical approaches for network anomaly
detection. In the first part, starting from the seminal work by Denning, the basic concepts about
anomaly detection will be introduced. In the second part of the tutorial, some of the most recent
and relevant works about statistical anomaly detection will be discussed. For each of the presented
methods the description of the theoretical background, focusing on why the method should be effective
in detecting network anomalies, will be accompanied by a discussion on the anomalies that can be
detected and on the achievable results.

Outline of the presentation

I. Motivation (10 min)
II. Basics of Statistical Intrusion Detection Systems (20 min)
- General Concepts about Anomaly Detection (10 min)
- IDES - Intrusion Detection Expert System (20 min): the use of a statistical approach to detect
anomalies in the network traffic was first introduced by Denning. The author proposed an early, abstract
model of an Intrusion Detection Expert System (IDES), based on the statistical characterization of the
behavior of a subject with respect to a given object. The basic idea was to realize a profile of the normal
behavior of the system.
III. Statistical approaches for anomaly detection (130 min)
- Clustering (15 min): clustering is a well-known technique, usually applied to classification problems.
In the context of anomaly detection, two distinct approaches have been developed, which will be both
discussed: in the first approach, the anomaly detection model is trained using unlabeled data that
consist of both normal as well as attack traffic, while in the second approach, the model is trained using
normal data only.
- Markovian models (20 min): a Markov Process Model can be used to describe the transition
probabilities for a given metric. This kind of approach has been taken into account in relevant papers
to detect several kinds of anomalies
- Sketch (15 min): sketches represent an efficient way to randomly aggregate IP flows, thus they can
be used to enable a precise identification of the underlying causes of anomalies.
- PCA (25 min): principal component analysis is effectively used to tackle the problem of high
dimensional datasets, which usually affects network monitoring systems. In this field, PCA is often used
as a detection scheme, applied to reduce the dimensionality of the audit data and to detect anomalies,
by means of a classifier that is a function of the principal components.
- Wavelet analysis (25 min): due to its properties, the Wavelet transform is quite a "classical'' approach
to detect irregular patterns in time series. Indeed it can be used to detect the changes caused by
flashcrowds, outages, and attacks.
- Entropy analysis (30 min): entropy-based approaches, which determine and report entropy contents
of several traffic parameters (e.g. IP addresses), can be used to detect anomalies in the network traffic.
Indeed changes in the entropy content can indicate an anomalous network event.
IV. Discussion and perspectives (20 min)



Scope

Due to the wide literature available on the topic, it is impossible to give an in-depth course on network
anomaly detection in a 3.5 hours tutorial. Hence, we do not intend to provide an extensive review
of all ongoing approaches, but rather to focus on some of the most promising examples, with some
references to the speaker experience in the field.

Intended Audience

This tutorial is addressed to all researchers and practitioners working in the field of networking, who
can be interested in detecting an anomalous behavior in the network, and in particular to those dealing
with intrusion detection systems, anomaly detection, DoS/DDoS attack detection. In addition to this,
the tutorial may be of interest to all those people also dealing with statistical approaches for traffic
classification.
Since all the theoretical notions necessary to understand the covered topics will be provided in the
tutorial, no particular knowledge is required for attendees, except for some basics of networking (IP/
TCP architecture).
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